
    
        Hardware wiring
        

        

    

    
        

                            
                    Hardware wiring

                
            
            
                
We'll integrate our wiring from the joystickdemo and buzzer projects. You can check them in the previous section of this chapter.



            

            
        
    


        

                            
                    Handling HTTP requests

                
            
            
                
We will now develop a simple web server to serve HTTP requests. We implement this program into the http_server.cpp file:


	First, we declare our required libraries as follows:



#include "lwip/api.h"
#include "camera.h"
#include "bitmap.h"
#include "iot_lcd.h"
#include "app_camera.h"
#include "esp_log.h"
#include "esp_wifi.h"
#include "esp_wpa2.h"
#include "esp_system.h"
#include "nvs_flash.h"

typedef struct {
    uint8_t frame_num;
} camera_evt_t;

QueueHandle_t camera_queue = NULL;


static const char* TAG = "WIFI-CAM";

// camera code
const static char http_hdr[] = "HTTP/1.1 200 OK\r\n";
const static char http_bitmap_hdr[] = "Content-type: image\r\n\r\n";





	We create a function task named http_server_task() to run a web server.

	We open port 80 using netconn_bind(), and listen to incoming connections from the clients using netconn_Listen().

	Once our program receives a connection via netconn_accept(), we can process our requests by calling http_server_netconn_serve().

	Then, we close the client's connection by calling netconn_delete():



void http_server_task(void *pvParameters)
{
    uint8_t i = 0;
    struct netconn *conn, *newconn;
    err_t err, ert;
    conn = netconn_new(NETCONN_TCP); /* creat TCP connector */
    netconn_bind(conn, NULL, 80); /* bind HTTP port */
    netconn_listen(conn); /* server listen connect */
    do {
        ESP_LOGI(TAG, "netconn_accept start :%d\n", xTaskGetTickCount());
        err = netconn_accept(conn, &newconn);
        if (err == ERR_OK) { /* new conn is coming */

            http_server_netconn_serve(newconn, queue_receive());

            ESP_LOGI(TAG, "http_server->xSemaphoreGive:::%d\n", i++);

            netconn_delete(newconn);
        }
    } while (err == ERR_OK);
    netconn_close(conn);
    netconn_delete(conn);
}

The http_server_netconn_serve() function is used to process incoming requests from the clients. In this function, we only serve the '/bmp' request. We send a picture that is retrieved from a camera.

We convert a raw image from a camera into the bitmap format by calling the convert_fb32bit_line_to_bmp565() function. To write a bitmap response to a client, we can use the netconn_write() function for the ESP32 API:

fbl = (uint32_t *) &currFbPtr[(i * camera_get_fb_width()) / 2]; 
convert_fb32bit_line_to_bmp565(fbl, s_line, CAMERA_PIXEL_FORMAT);
err = netconn_write(conn, s_line, camera_get_fb_width() * 2, NETCONN_COPY);

Then, we close a client connection by calling netconn_close(). We also define unpack() to calculate the image size:

inline uint8_t unpack(int byteNumber, uint32_t value)
{
    return (value >> (byteNumber * 8));
}

Once this is done, we save the program. 



            

            
        
    
        

                            
                    Testing the program with Android

                
            
            
                
You can test your Android application in an emulator or on a real device. In this test, I use an Android emulator. Before you run an Android emulator, your computer should be connected to the Wi-Fi SSID from the ESP32 board.

After we have deployed our project to the Android emulator, we will get our application. Figure 9.8 shows an example of the Android application in an emulator:



Figure 9.8: Running the Android application on an emulator

First, you can click on the PING ESP32 button to ensure that the Android application is able to connect to the ESP32 board. If you succeed, you will see the notification as shown in Figure 9.9. If you don't get a response from ESP32, you should check your network on the ESP32 board:



Figure 9.9: The response from clicking on the PING ESP32 button

Now you can turn lamps on or off by tapping the switch controls on the Android application. You should get a response notification from a web server on the ESP32 board. Figure 9.10 shows a notification response when turning on Lamp 1:



Figure 9.10: Turning on Lamp 1 (LED 1)

We can extend this project to control the sensor and actuator devices on the ESP32 board through the Android application.









            

            
        
    
        

                            
                    Hardware wiring

                
            
            
                
We use the DHT22 module as a sensor device for our ESP32 board. We have to use similar hardware wiring from the dhtdemo project, which you can read about in Chapter 2, Making Visual Data and Animation on an LCD. 

Next, we should register our IoT device on AWS IoT.



            

            
        
    
        

                            
                    Introducing game-embedded systems

                
            
            
                
You will be familiar with the Game Boy, an 8-bit handheld game console developed by Nintendo. This console includes joystick, buttons, and an LCD. A joystick is used to move an object from one place to another, while buttons are usually used for actions such as firing and jumping.



A game embedded system is described in a general sense in figure 3-1. As well as the features just mentioned, having a sound system increases a game's potential in terms of entertainment. For this purpose, we need a sound actuator such as a speaker to generate sounds for the game:



Figure 3-1: A general architecture of an embedded system for gaming

Next, we will review a joystick sensor module.



            

            
        
    
        

                            
                    Demo – accessing microSD cards from the ESP32

                
            
            
                
In this section, we develop a simple program to access a microSD card from the ESP32. For the demo, I use the ESP-WROVER-KIT v4 board. Fortunately, the ESP-WROVER-KIT v4  board has a built-in microSD card breakout that is connected to SDMMC pins.

Your ESP32 board should be connected to the microSD card breakout to perform this demo. You also need a microSD storage card with a small size, such as 1 GB, 2 GB or 4 GB. Your microSD card storage should be formatted as FAT.

Our demo scenario is aimed at creating a file named test.txt on a microSD card. Then, we read the content of the test.txt file and print this to the serial Terminal.

Now, you can create an ESP32 project called sdcard. Our main project file is sdcard.c and is located in the main folder. Firstly, we declare all required header files, including sdmmc and sdspi:

#include <stdio.h>
#include <string.h>
#include <sys/unistd.h>
#include <sys/stat.h>
#include "esp_err.h"
#include "esp_log.h"
#include "esp_vfs_fat.h"
#include "driver/sdmmc_host.h"
#include "driver/sdspi_host.h"
#include "sdmmc_cmd.h"

Depending on your microSD card breakout model, you can access this breakout via SPI or SDMMC. If you use an SPI connection on a microSD card breakout, you should define SPI pins on our codes. Declare the USE_SPI_MODE syntax on these codes, as follows:

// To enable SPI mode, uncomment the following line:
// #define USE_SPI_MODE


#ifdef USE_SPI_MODE
#define PIN_NUM_MISO 2
#define PIN_NUM_MOSI 15
#define PIN_NUM_CLK 14
#define PIN_NUM_CS 13
#endif //USE_SPI_MODE





Change the SPI pins with your hardware configuration to use the SPI connection on a microSD card. The pins include PIN_NUM_MISO, PIN_NUM_MOSI, PIN_NUM_CLK, and PIN_NUM_CS.

Now, we should write code for the main entry on the app_main() function. We initialize our GPIO for microSD via SPI or SDMMC:

void app_main(void)
{
    ESP_LOGI(TAG, "Initializing SD card");

#ifndef USE_SPI_MODE
    ESP_LOGI(TAG, "Using SDMMC peripheral");
    sdmmc_host_t host = SDMMC_HOST_DEFAULT();
    sdmmc_slot_config_t slot_config = SDMMC_SLOT_CONFIG_DEFAULT();

    gpio_set_pull_mode(15, GPIO_PULLUP_ONLY); // CMD, needed in 4- and 1- line modes
    gpio_set_pull_mode(2, GPIO_PULLUP_ONLY); // D0, needed in 4- and 1-line modes
    gpio_set_pull_mode(4, GPIO_PULLUP_ONLY); // D1, needed in 4-line mode only
    gpio_set_pull_mode(12, GPIO_PULLUP_ONLY); // D2, needed in 4-line mode only
    gpio_set_pull_mode(13, GPIO_PULLUP_ONLY); // D3, needed in 4- and 1-line modes

#else
    ESP_LOGI(TAG, "Using SPI peripheral");

    sdmmc_host_t host = SDSPI_HOST_DEFAULT();
    sdspi_slot_config_t slot_config = SDSPI_SLOT_CONFIG_DEFAULT();
    slot_config.gpio_miso = PIN_NUM_MISO;
    slot_config.gpio_mosi = PIN_NUM_MOSI;
    slot_config.gpio_sck = PIN_NUM_CLK;
    slot_config.gpio_cs = PIN_NUM_CS;
#endif //USE_SPI_MODE

We continue to mount our microSD into the ESP32 using esp_vfs_fat_sdmmc_mount(). We mount our microSD storage as the "/sdcard" driver. If we succeed in mounting microSD storage into the ESP32, we can print our microSD storage into the Terminal using sdmmc_card_print_info():

    // Options for mounting the filesystem.
    esp_vfs_fat_sdmmc_mount_config_t mount_config = {
        .format_if_mount_failed = false,
        .max_files = 5,
        .allocation_unit_size = 16 * 1024
    };

    sdmmc_card_t* card;
    esp_err_t ret = esp_vfs_fat_sdmmc_mount("/sdcard", &host, &slot_config, &mount_config, &card);

    if (ret != ESP_OK) {
        if (ret == ESP_FAIL) {
            ESP_LOGE(TAG, "Failed to mount filesystem. "
                "If you want the card to be formatted, set format_if_mount_failed = true.");
        } else {
            ESP_LOGE(TAG, "Failed to initialize the card (%s). "
                "Make sure SD card lines have pull-up resistors in place.", esp_err_to_name(ret));
        }
        return;
    }

    // Card has been initialized, print its properties
    sdmmc_card_print_info(stdout, card);

At this stage, our program has mounted the microSD storage, so we can access it. We use normal file operation in C program, as well as the fopen(), fprintf(), and fclose() functions for file manipulation.

The following is a program sample to create a file, write data into the file, and read the content of a file:

    // Use POSIX and C standard library functions to work with files.
    // First create a file.
    ESP_LOGI(TAG, "Opening file");
    FILE* f = fopen("/sdcard/test.txt", "w");
    if (f == NULL) {
        ESP_LOGE(TAG, "Failed to open file for writing");
        return;
    }
    ESP_LOGI(TAG, "Writing data into a file");
    fprintf(f, "Hello %s!\n", card->cid.name);
    fprintf(f, "This is the content 1\n");
    fprintf(f, "This is the content 2\n");
    fclose(f);
    ESP_LOGI(TAG, "File written");

    // Open renamed file for reading
    ESP_LOGI(TAG, "Reading file");
    f = fopen("/sdcard/test.txt", "r");
    if (f == NULL) {
        ESP_LOGE(TAG, "Failed to open file for reading");
        return;
    }
    char line[64];
    while (fgets(line, sizeof(line), f) != NULL){
        ESP_LOGI(TAG, "Read from file: '%s'", line);
    } 
    fclose(f);

Lastly, you should unmount the microSD storage from the ESP32 if you don't access the file. We can call the esp_vfs_fat_sdmmc_unmount() function to unmount a microSD storage card:

    esp_vfs_fat_sdmmc_unmount();
    ESP_LOGI(TAG, "Card unmounted");

Save our program on sdcard.c.

Compile and flash our project, sdcard, onto the ESP32 board. For testing, open a serial application such as CoolTerm, and connect to the ESP32 board. You should see file operation information in the serial Terminal, as shown in the following screenshot:



Figure 4-4: Program output from the sdcard program



If you unplug the microSD storage from the ESP32 board to your computer, you should see the TEST.TXT file in the microSD storage. The contents of the TEST.TXT file should be as follows:

Hello <sdcard_id>
This is the content 1
This is the content 2

<sdcard_id> is your storage ID name.



            

            
        
    
        

                            
                    Accessing your location via the GPS module

                
            
            
                
In this section, we will develop the ESP32 program to access the GPS module. For demo purposes, we use a GPS module with a UART interface. I have used the u-blox NEO-6M module. I obtained this module from DX at https://www.dx.com/p/gps-module-w-ceramic-passive-antenna-for-raspberry-pi-arduino-red-2052944.

Our demo scenario is to read UART data from the u-blox NEO-6M module; and then print it on a serial Terminal of the ESP32 board.

So, let's start!







            

            
        
    
        

                            
                    Making IoT Devices Interact with Mobile Applications

                
            
            
                
Mobile devices are now capable of performing daily tasks in the same way as a computer. People can increase their productivity with the use of mobile devices. In this chapter, we will explore how to create mobile applications and IoT devices to communicate with each other. We will use the ESP32 board as an example of an IoT device for this topic.

In this chapter, we will look at the following topics:


	Introducing a brief mobile application

	Making a mobile application and an ESP32 board interact

	Controlling an ESP32 board using a mobile application

	Using Android Studio as a development tool. 





            

            
        
    
        

                            
                    Registering an IoT device

                
            
            
                
Each IoT device that wants to access AWS IoT should be registered. We will get certificate files from AWS IoT, and then we will include these files in our ESP32 board. Firstly, you should have an active AWS account in order to register an IoT device to AWS IoT.

You can follow these steps to register an IoT device to AWS IoT:


	Open a browser and navigate to the AWS IoT console, found at http://console.aws.amazon.com/iot/home.




	Log in with your AWS account; if you succeed, you should see the AWS IoT console:





Figure 10.1: The AWS IoT console


	Now, we create a new IoT device.

	Click on Manage | Things in the left-hand menu.

	Then, you will get a web form as shown in Figure 10.2.




	Click on the Create button to create a new IoT device:





Figure 10.2: Creating a new IoT device


	You will get a web form, as shown in Figure 10.3.




	Click on the Create a single thing button to create a new IoT device:





Figure 10.3: Registering a single device


	After clicking on the Create a single thing button, you get a web form as shown in Figure 10.4.




	Fill out your IoT device name, as shown in the following screenshot:





Figure 10.4: Giving your device a name


	When this is done, we can create a certificate for our device.

	You should get a web form as shown in Figure 10.5.




	Click on the Create certificate button, as shown in the following screenshot:





Figure 10.5: Creating a device certificate


	After clicking on the button, you should get your device's certificates, as shown in Figure 10.6.

	Download all the certificate files, including a root CA for AWS IoT.

	After they have downloaded, you can click on the Activate button to activate your device and certificates:





Figure 10.6: A result of generating device certificates

Now you have one IoT device on AWS IoT. 

Next, we continue to configure a device security policy to enable our device to connect to the AWS IoT server.



            

            
        
    
        

                            
                    Developing an ESP32 program

                
            
            
                
In this section, we will develop an ESP32 program. Our program scenario is to send sensor data to AWS IoT. We will use the DHT22 module as a sensor device; this module generates temperature and humidity sensor data. We will also learn about DHT22 so that we can focus on AWS IoT.

We will modify a project sample from Espressif. You can download this project sample at https://github.com/espressif/esp-idf/tree/master/examples/protocols/aws_iot.

Next, we will create a demo project.



            

            
        
    
        

                            
                    Compiling, flashing, and testing

                
            
            
                
Now you can compile and flash the ESP32 program. Your ESP32 board should already be attached to the computer; you can type this command:

$ make flash

After the program has been flashed into the ESP32 board, you can open a serial tool such as CoolTerm. Open your ESP32 board serial; you should see the program output that shows sensor data, as shown in Figure 10.16:



Figure 10.16: The program output on the serial tool

Now we can test our program using the MQTT client app from AWS. MQTT is a light protocol that is used to communicate among IoT devices. Further information about MQTT can be found at http://mqtt.org/.

Now, you can find the MQTT client tool on the AWS IoT console's Test menu:



Figure 10.17: Working with the MQTT client

Set the Subscription topic to the topic that we have already let on our ESP32 program. Then, click on the Subscribe to topic button. After clicking on this, we can see the message from the ESP32 program, as shown in Figure 10.18:



Figure 10.18: The program output from the MQTT client

You can extend this project by adding some sensor devices to the ESP32 board.



            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
Before we begin, make sure you have the following things ready:


	A computer with an OS installed such as Windows, Linux, or macOS.

	An ESP32 development board. Recommended is the ESP-WROVER-KIT v4 board from Espressif.





            

            
        
    
        

                            
                    Working with a sound buzzer

                
            
            
                
In this section, we'll work with sound. Most games usually use music to provide sound background. For a simple sound device, we can use sound buzzer devices. We can use a PC-mountable mini-speaker - PC Mount (12mm, 2.048kHz) from SparkFun, found at the following link: https://www.sparkfun.com/products/7950. You can see this in Figure 3-9, and you can also find some other sound buzzer models with low prices at AliExpress:



Figure 3-9: Mini Speaker - PC Mount

Next, we connect the sound buzzer to the ESP32 board.



            

            
        
    
        

                            
                    Project - making a smart home

                
            
            
                
In this project, we will build a simple smart home application. A smart home application is an application based on technology that enables users to control devices within the house. This application is connected to some sensors and devices. We can get information about our home through sensor devices such as cameras, temperature, and electricity usage. We can also control turning lamps on and off.

In this section, we will build a simple smart home using ESP32. We can see a general design of smart home with the ESP32 board in the following diagram. We can connect sensor and actuator devices to the ESP32 board, and we can then control them over the network.

To enable us to control the ESP32 board from outside the house, we should activate a web server service. We define our commands to ESP32 through the web server, as explained in the following diagram:



Figure 5-10: A simple model of a smart home application

For a simple demo, we use an LED in an ESP32 board. We will turn this LED on/off via HTTP requests. We will define the /led HTTP request to turn the LED on and off. If a program receives a value of 1 in a request body, we turn on the LED; otherwise, we, turn off the LED when the program receives a value of 0.

Next, we will implement our project.





            

            
        
    
        

                            
                    Writing a program

                
            
            
                
Let's start writing the program:


	Copy lcddemo.c into the weather.c file, and then add the following code to read temperature and humidity from the DHT22 sensor module on the weather.c file. Sensor data will then be displayed on the LCD. Add the dht.h header file:



#include <dht.h>
static const dht_sensor_type_t sensor_type = DHT_TYPE_DHT22;
static const gpio_num_t dht_gpio = 26;


	We define the weather_system() function to read temperature and humidity using the dht_read_data() function. We display data on the LCD using the TFT_print() function, as follows:

	First we will initialize the sensor variables:







void weather_system(){
  int y;

  disp_header("Weather System");

  TFT_setFont(DEFAULT_FONT, NULL);
  _fg = TFT_YELLOW;

    int16_t temperature = 0;
    int16_t humidity = 0;
    char tmp_buff[64];




	

	Then, we read the DHT sensor using dht_read_data() and display it on the LCD using the TFT_print() function:







if (dht_read_data(sensor_type, dht_gpio, &humidity, &temperature) == ESP_OK)
    {
      y = 4;
      sprintf(tmp_buff, "Temperature: %d celsius", temperature/10);
      TFT_print(tmp_buff, 4, y);
      y += TFT_getfontheight() + 4;

      sprintf(tmp_buff, "Humidity: %d %%", humidity/10);
      TFT_print(tmp_buff, 4, y); 
      update_header(NULL, "Ready"); 
    }else{


	

	If we don't get sensor data from the device, we give an error message on the header of the LCD screen:







 }else{
      update_header(NULL, "Failed to read sensor data");
 }


	Call the weather_system() function into the main entry app_main() function:



void app_main()
{
   ....

  weather_system();
}


	Save the code. 



Now that we have written the program, let's compile and flash this program to the ESP32 board.



            

            
        
    
        

                            
                    Parsing GPS data

                
            
            
                
We have built the gpsdemo project to read GPS data via the UART interface. We can see that the GPS module output shows raw data. To obtain the current position of our location with the GPS module, we should parse our GPS data. There are a number of libraries that we can use to parse GPS data. 

For our project, we can use the minmea library (https://github.com/kosma/minmea). You can download the minmea project and extract it into components for our project. You can see how to to implement minmea as the ESP32 component in Figure 7.6:



Figure 7.6: The project structure for the gpsdemo project

Now we can modify our gpsdemo project. We do this by adding minmea.h in our main program file:

// minmea
#include "minmea.h"

We also define latitude, longitude, fix_quality, and satellites_tracked as variables to hold our current GPS data:

// GPS variables and initial state
float latitude = -1.0;
float longitude = -1.0;
int fix_quality = -1;
int satellites_tracked = -1;

We define the parse_gps_nmea() function to parse GPS data. We can use the minmea_sentence_id() function from the minmea library to identify the GPS data type.

If the GPS data type is MINMEA_SENTENCE_RMC, we can extract the GPS position using the minmea_parse_rmc() function. We will get the minmea_sentence_rmc struct after calling the minmea_parse_rmc() function; I will identify various data types, as follows:

void parse_gps_nmea(char* line){
    // parse the line 
    switch (minmea_sentence_id(line, false)) {       
        case MINMEA_SENTENCE_RMC: {            
...
                float new_longitude = minmea_tocoord(&frame.longitude);
...
            }


}

Our parse_gps_nmea() function will be called in the uart_event_task() function. We put this on while(), as shown in the following script:

static void uart_event_task(void *pvParameters)
{
    while (1) { 
        char *line = read_line(GPS_UART_NUM);
        
        parse_gps_nmea(line);
 
    }
    /* Should never get here */
    vTaskDelete(NULL);
}

You can now save the codes, compile, and upload the project into the ESP32 board. Open the serial tool to see the program output; Figure 7.7 shows my current location via the GPS module:



Figure 7.7: The program output from the gpsdemo project



            

            
        
    
        

                            
                    Making Your Own Wi-Fi Wardriving

                
            
            
                
Wardriving is the act of locating and possibly exploiting connections to wireless networks while driving around a certain area or region. Wardriving can be used to obtain a list of Wi-Fi SSIDs in a particular area. In this chapter, we'll learn how to implement Wi-Fi Wardriving with the ESP32 board. We can use existing Wi-Fi hotspots and maps in locations that are retrieved from GPS.

We will explore the following topics in this chapter:


	An introduction to Wi-Fi Wardriving

	Accessing your location via GPS from the ESP32 board

	Implementing Wi-Fi Wardriving using ESP32





            

            
        
    
        

                            
                    Compiling and flashing

                
            
            
                
After we configured our project, we can flash our program into the ESP32 board. We can type this command on the current project directory from the following terminal:

$ make flash

This command performs compiling and flashing. If the make command is not found, you should install make for your platform.

If you have configured a serial port of the ESP32 board, the program will be flashed. Otherwise, you will get a timeout because the tool cannot find the ESP32 serial port. You can see my program output on the flashing process in the following screenshot:



Flashing a program into the ESP32 board

If this succeeds, you should see lighting on LED 1, LED2, and LED 3.

Next, we develop the ESP32 program using Arduino Sketch.



            

            
        
    
        

                            
                    Introducing Wi-Fi cams

                
            
            
                
A Wi-Fi cam is a system that performs sensing through a camera. With the use of a camera, we can obtain the current image within a moving video format.

In this chapter, we will focus on working with a camera on an ESP32 board. Technically, we can connect a camera module on the ESP32 board through a Serial Peripheral Interface (SPI) protocol. SPI is a serial communication protocol such as UART, but SPI has a synchronous interface that uses a dedicated clock signal. SPI usually has three pins: MOSI, MISO, and CS. You can find these pins on the ESP32 board layout.

The ESP-WROVER-KIT board provides a camera connector; this is shown in Figure 8.1:



Figure 8.1: A camera connector on the ESP-WROVER-KIT v4 board

The camera connector on the ESP-WROVER-KIT board is supported by the OV7670 camera module. This module is shown in Figure 8.2; it is cost-friendly and you can get it at AliExpress or your local electronic store. If you use another camera module, you should create a device driver for your camera module:



Figure 8.2: The OV7670 camera module

In this chapter, we will explore the OV7670 camera module with the ESP-WROVER-KIT v4 board.



            

            
        
    
        

                            
                    Leave a review - let other readers know what you think

                
            
            
                
Please share your thoughts on this book with others by leaving a review on the site that you bought it from. If you purchased the book from Amazon, please leave us an honest review on this book's Amazon page. This is vital so that other potential readers can see and use your unbiased opinion to make purchasing decisions, we can understand what our customers think about our products, and our authors can see your feedback on the title that they have worked with Packt to create. It will only take a few minutes of your time, but is valuable to other potential customers, our authors, and Packt. Thank you!



            

            
        
    
        

                            
                    Controlling ESP32 from a mobile application

                
            
            
                
In this section, we will build a project to enable an ESP32 board to work with mobile devices. We can create Wi-Fi services on an ESP32 board to allow mobile devices to perform tasks on ESP32, such as turning on a lamp and turning off a motor. Our scenario is described in Figure 9.1. For a mobile device platform, we use the Android application.

The way in which a smart mobile project works can be seen in the following diagram:



Figure 9.1: A general design for a smart mobile project

We can control three lamps with an ESP32 board through relay modules as shown in the preceding diagram. For a simple demonstration, we only use three LEDs for lamp simulation. We will expose three HTTP services: /ping, /state, and /lamp:


	The /ping HTTP request is used to perform an echo test.

	The /state HTTP request is used to obtain all the LED states that could be on or off.

	The /lamp HTTP request is used to control the LED-on or off state based on the input parameter provided by the user.



All /ping and /state request types are HTTP GET. We don't need to send parameters to perform these requests. However, a /lamp HTTP request is implemented as HTTP POST. We should specify an input parameter on the request body; we can define the following input parameters:


	Input 1 is to turn on LED 1

	Input 2 is to turn off LED 1

	Input 3 is to turn on LED 2

	Input 4 is to turn off LED 2

	Input 5 is to turn on LED 3

	Input 6 is to turn off LED 3



When ESP32 receives a /lamp HTTP request with input parameter 1, the ESP32 program will turn on LED 1. The Android application will perform HTTP requests to the ESP32 board with those request types.

Our program will run the Wi-Fi AP by naming SMART-MOBILE on the ESP32 board. Users who want to control the lamps should join the Wi-Fi SSID. For testing, I have used the ESP-WROVER-KIT v4 board as the ESP32 board sample.

Next, we will demonstrate hardware wiring.



            

            
        
    
        

                            
                    Writing the program

                
            
            
                
Now, we write scripts and codes on the Makefile, component.mk, and blinking.c files:


	In the Makefile file, we declare our project name. This should be the same name as the project folder. The following are Makefile scripts:



   PROJECT_NAME := blinking

   include $(IDF_PATH)/make/project.mk






	component.mk is required for compiling purposes. You should create a component file with this exact name. The content of the component.mk file is empty:



    #
    # "main" pseudo-component makefile.
    #
    # (Uses default behavior of compiling all source files in 
    directory, adding 'include' to include path.)


	Now, we write code for our main program, blinking.c. Firstly, we declare our required library headers as follows:



    #include <stdio.h>
    #include "freertos/FreeRTOS.h"
    #include "freertos/task.h"
    #include "driver/gpio.h"
    #include "sdkconfig.h"


	We define our three LEDs on ESP32 GPIO. We use IO12, IO14, and IO26 pins from ESP32 GPIO:



    #define LED1 12
    #define LED2 14
    #define LED3 26


	A main entry of the program is app_main(). For this, we create a task and pass a function, called blinking_task:



    void app_main()
    {
        xTaskCreate(&blinking_task, "blinking_task",  
    configMINIMAL_STACK_SIZE, NULL, 5, NULL);
    }


	The blinking_task() function performs GPIO initialization by calling gpio_pad_select_gpio(). Then, we set the GPIO pin as output using the gpio_set_direction() function. In the main loop, we turn on the LEDs one by one. We call the turn_on_led() function to perform this task:



void blinking_task(void *pvParameter)
{
    // set gpio and its direction
    gpio_pad_select_gpio(LED1); 
    gpio_set_direction(LED1, GPIO_MODE_OUTPUT);
    gpio_pad_select_gpio(LED2); 
    gpio_set_direction(LED2, GPIO_MODE_OUTPUT);
    gpio_pad_select_gpio(LED3); 
    gpio_set_direction(LED3, GPIO_MODE_OUTPUT);

    int current_led = 1;
    while(1) {
        turn_on_led(current_led);
        vTaskDelay(1000 / portTICK_PERIOD_MS);
        
        current_led++;
        if(current_led>3)
            current_led = 1;
    }
}


	To turn on/off LEDs, we call gpio_set_level() with 1 or 0 parameters. If we pass 1 on gpio_set_level(), it means we set a power voltage on that GPIO:



void turn_on_led(int led)
{
    // turn off all leds
    gpio_set_level(LED1, 0);
    gpio_set_level(LED2, 0);
    gpio_set_level(LED3, 0);

    switch(led)
    {
        case 1:
            gpio_set_level(LED1, 1);
            break;
        case 2:
            gpio_set_level(LED2, 1);
            break;
        case 3:
            gpio_set_level(LED3, 1);
            break;
    }
}


	Now, save all programs.



Next, we configure the project before flashing on the ESP32 board.



            

            
        
    
        

                            
                    Playing the game

                
            
            
                
Compile and flash our game project onto the ESP32.

To apply a game, you move your sprite to hit all circles. If all circles are hit, a game will finish. You can see a form of the game program in Figure 3-15:



Figure 3-15: A ball-hitting game

I have recorded how to play this game on my YouTube account. You can see it at this link: https://youtu.be/sXmZ1pJ_l1E.



            

            
        
    